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UH(OPMALMOHHON 0€30MaCHOCTH JAeTel

HEJIb351

1. Bcewm noapsia cooOmiaTh CBOO YaCTHYIO MH(pOpMaIHIO (HACTOAIINE UMS,
dbammiuio, tenedoH, aapec, HOMEp IIKOJIbI, a Takke (ororpaduu cBou, CBOEH
CEMBHU U JIpy3ei);

2. OTKpbIBaTh BIOXKEHHBIE (halJIbl AJEKTPOHHOM MOYTHI, KOT/Ia HE 3HACIIh
OTIPABUTEIS;

3. I'pyOuth, npunupathbcsi, OKa3bIBaTh JaBICHUE — BECTU CEOST HEBEKITUBO
U arpeccuBHO;

4. He pacnopspkaiics neHbraMu TBOEW ceMbH 0€3 pa3pelieHUs] CTapIiux -
BCET/la CIpallvBan pOJIUTENIEH;

5. He Bcrpeuaiics ¢ HHTepHET-3HAKOMBIMH B peaJbHON JKH3HHU -
MIOCOBETYHCS CO B3POCIIBIM, KOTOPOMY JOBEPSICIIIb.

OCTOPOXHO

1. He Bce numyt npasny. YUutaemspb o cebe HempaBay B HMuTepHeTe —
COO0IIHM 00 3TOM CBOMM POJUTENSIM WIIH ONIEKYHAM;

2. llpurnamarT nepenuchiBaThCs, UTpaTh, OOMEHUBATHCS - MPOBEPH, HET
JIM TIOJIBOXA;

3. Hesakonnoe konmpoBanue aitioB B UHTepHETE - BOPOBCTBO;

4. Bcerma pacckaspiBail B3pOCIBIM O Mpo0OJieMax B CETH - OHHU BCErna
MIOMOT'YT;

5. Hcnonb3yii HacTpoiiku O€30MaCHOCTH M TNPUBATHOCTH, YTOOBI HE
MOTEPSITh CBOU aKKAYHTHI B COLICETSIX U IPYTUX MOpTanax.

MOXHO

1. VBaxaii Ipyrux noyib30BaTelei;

2. Tlonwesyemnibess UHTEpHET-UCTOYHUKOM - JIeNIail CCHUIKY Ha HETO;

3. OTkpbIBail TOTBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmaThcsi 3a TIOMOIIBIO B3POCIABIM - POJIUTENH, ONEKYHBI W

aIMUHHUCTpALIUSI CAUuTOB BCErAa MOMOTYT;



5. Ilpoiinm oO0yuenue Ha caiite «CeTeBMYOK» M TOJYy4YH MaclopT

uudpoBoro rpaxaaHuHa!

NudopmanmonHas naMATKA /I 00y4AOLIIUXCH J1JIA pa3MeleHUu st

Ha opuuuaabHbIX UHTEpHET-pecypcax

C KaxaplM TOJOM MOJIOJCKH B HHTEpPHETE CTAaHOBUTHCS OOJBIIE, a
IIKOJIBHUKU OJHU M3 CaMbIX AaKTUBHBIX IOib30Barener PyHera. Mexny Tewm,
MOMUMO OTPOMHOI'0 KOJUYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
DTa nmamsTKa JI0HKHA TOMOYb Tebe 0€30MacHO HAXOUTHCS B CETH.

KoMmnbroTepHbie BUPYCHI

KomnbproTepHblii BUPYC - A3TO Pa3HOBUJIHOCTh KOMIBIOTEPHBIX MPOTpPaMM,
OTJIMYUTEIIBHOW OCOOCHHOCTHIO KOTOPOH SIBIISIETCSI CIIOCOOHOCTh K Pa3MHOXKEHUIO.
B nonosiHeHue K 3TOMY, BUPYChl MOTYT MOBPEIUTh UM MOJHOCTHIO YHUYTOXKHUTh
Bce (haiiibl ¥ JaHHBIC, TOJAKOHTPOJIBHBIC MOJIB30BATEN0, OT UMEHU KOTOPOTO ObLTa
3amylleHa 3apa)XCHHasg MporpamMma, a TakKe NOBPEAUTh WU JaXe YHUUYTOXKUTh
OTIEpallMOHHYI0 CUCTEMY CO BCeMU (paillamu B 1eloM. B OONBIIMHCTBE cllydaeB
PacIpOCTPAHSIOTCS] BUPYCHI YEPE3 UHTEPHET.

Metozsl 3a1UThI OT BPEJOHOCHBIX ITPOTPaMM:

1. Ucnonb3ylhi COBpEMEHHBIE OIEPALIMOHHBICE CHUCTEMBI, HUMEIOIIUE
CEPBhE3HBINA YPOBEHD 3aIIUThI OT BPEIOHOCHBIX IPOTPAMM;

2. TloctosHHO ycTaHaBnuBail mnayTd (UUQpPOBBIE 3aIUIaTKH, KOTOPHIE
ABTOMAaTHYECKU YCTAHABIMBAIOTCS C ILEJNbI0 JOPaOTKM MNpOrpamMMbl) U ApPYTHE
OOHOBJIEHUS CBOEW omepalMoHHOW cucTembl. CKauuMBaii HMX TOJIBKO C
opummanpHoro  caiita  paszpaborumka OC. Ecmm cymectByer — pexum
aBTOMATHUYECKOTO OOHOBJICHHUS, BKIIOUH €T0;

3. Paboraii Ha cBoeM KOMIIBIOTEpE IIOJ] TpaBaMu TOJb30BATENsA, a HE
aIMUHUCTPATOpa. ITO HE TMO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrPaMM
MHCTAJUIMPOBATHCSI HA TBOEM MIEPCOHAIIBHOM KOMITBIOTEPE;

4. Vcnonb3yl aHTUBUPYCHBIE MPOTPAMMHBIE MPOAYKTHI H3BECTHBIX

MIPOU3BOAUTEIICH, C aBTOMAaTHYECKUM OOHOBJICHHEM 0as3;



5. Orpannub GU3NYECKUN JOCTYI K KOMIBIOTEPY IS TIOCTOPOHHUX JIUII;

6. Hcnonp3yii BHENIHME HOCUTEIN UHPOPMALIUU, TaKUE KaK (hIemka, TUCK
i (aiin U3 MHTEpHETA, TOIBKO U3 IPOPEPEHHBIX HCTOUHUKOB;

/. He oTkpbiBail KOMIbIOTEpHbIE (Halibl, MOJYyYEHHbIE W3 HEHaJCKHBIX
UCTOYHUKOB. Jlaxke Te Qailnbl, KOTOpbIE MpUCa TBOW 3HAKOMBIN. Jlydllle yrouHu
y HET0, OTIPABJISUI JIU OH TeOe uX.

Cetu WI-FI

Wi-Fi - 3T0 He Bu nepeauun JaHHBIX, HE TEXHOJOTHSI, & BCETO JIUIIb OpeH/I,
mapka. Eme B 1991 romy HumepiaHjackas KOMIIAHMS 3aperucTpUpoBalia OpeH[
«WECA», uto o6o3nauano cinoBocouetanue «Wireless Fidelity», xoTopsiii
NEPEBOJIUTCS KaK «OecTpOBOIHASI TOYHOCTD.

Jlo Haiero BpeMeHu Jo1ia Apyras abOpeBuaTypa, KoTopas sBIsIeTCS TaKOH
xKe TexHoyioruen. DTo abbOpeBmatypa «Wi-Fi». Takoe Ha3zBaHue OBbUIO JaHO C
HAMEKOM Ha CTaHJIapT BbICIIMK 3BykoBoW TexHuku Hi-Fi, uro B mnepeBoze
03HAYAET «BHICOKASI TOUHOCThHY.

Ja, OecriaTHBIM UHTEPHET-IOCTYN B Kade, OTeNsIX U a’ponopTax sSBJISETCS
OTJIUYHONW BO3MOXKHOCTBIO BBIXOJa B MHTepHET. HO MHOTHME SKCHEpThl CUUTAIOT,
gyT0 obmeaoctynubie Wi-Fi ceTu He sBIsr0TCS 0€30MacHBIMHU.

CoBeThl 10 6e30macHOCTH paboTe B 001Ie10CTYMHBIX ceTax Wi-fi:

1. He nepenasaii cBoro IHuHyI0 HHGOPMAIIHIO Yepe3 olmieaocTynHbie Wi-
Fi cern. PabGoras B HHX, >KelaTelbHO HE BBOJUTH IMApOJIM JIOCTYIA, JIOTHHBI H
KaKhe-TO HOMepa;

2. Vcnonw3yit 1 OOHOBIISI aHTUBUPYCHBIE TIPOTPpaMMbl U Opanamayep. Tem
cambIM Thl 00€30MacuIlIb ce0s1 OT 3aKauKU BUpYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonws3zoBanuu Wi-Fi otimroun Qyskmuioo «OO0muii goctyn K
daiinam w mpuHTepam». JlaHHas (yHKIOHS 3aKphiTa MO YMOJYAHHUIO, OJIHAKO
HEKOTOPBIE MOJIb30BATEIN aKTUBUPYIOT €€ JJIsl yA100CTBa MCIOIb30BaHUs B padboTe
i yueoe;

4. He wucnons3yi nyonuunbii WI-FI nma mepemaum JIWUYHBIX JaHHBIX,

HaITpuMCPp AJIA BBIXOJAa B COOMAJIBHBIC CCTH WUJIM B 3JICKTPOHHYIO ITIOYTY,



5. Hcnonp3yii Tonpko 3amuiieHHoe coeauHenue uepe3 HTTPS, a ne
HTTP, 1.e. npu Habope BeOG-aapeca BBOAU UMEHHO «https://»;

6. B moOwibHOM Tenedone otkmoun ¢yHkuuo «lloaxmrouenne k Wi-Fi
aBTOMarnyeckn». He nomyckad aBTOMAaTHUYECKOTO MOAKIIIOUEHHUSI YCTPOWCTBA K
ceTssM Wi-Fi 6e3 TBoero cornacus.

ConuajibHbIE CETH

CouuanbHble CETH aKTUBHO BXOJIST B HAIly KU3Hb, MHOTHE JIIOJIU pabOTalo0T
U KUBYT TaM MOCTOSIHHO, a B Facebook y»xe 3aperucTpupoBaH MULIHAP/] YETIOBEK,
4yTO SIBJISIETCSI OJHOM CeIbMOM BCEX KUTeNeH IIaHeThl. MHOTHE MOJIb30BaTEIN HE
MOHUMAIOT, YTO MHGOpMaIUs, pPa3MEIICHHass UMH B COIMAIBHBIX CETAX, MOMKET
OBITh HaliZicHa W HCMOJb30BaHA KEM YTOJHO, B TOM YHCJE HE 0053aTEIBHO C
0JlaruMu HaMepEHHUSIMHU.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTH B COLIMAIBLHBIX CETSIX:

1. Orpanuup cnucok apy3ed. Y TeOs B Jpy3biX HE JOJDKHO OBITh
CIIy4ailHbIX M HE3HAKOMBIX JIFOJICH;

2. 3ammMimail CBOI YaCTHYI XHW3Hb. He ykaspiBall maposu, TenedoHbl,
aapeca, JaTy TBOETO POXJACHUS U JAPYTYyIO JUYHYI0  HHGPOPMAIHIO.
31I0yMBINIJIEHHUKHA MOTYT MCIIOJIB30BaTh Jake HHPOPMAIIUIO O TOM, KaK Thl U TBOH
pOAUTENH IJIAHUPYETE MPOBECTH KAHUKYJIBI,

3. 3ammumiaii CBOIO peMmyTalMio - JEPKU €€ B YMCTOTEe M 3ajaBail cede
BOIIPOC: XOTeJ ObI ThI, YTOOBI APYTHUE MOTB30BATEIIM BUJICTH, YTO ThI 3arPy’Kaeciilb?
[Togymaii, mpesxie 4eM 4To-TO ONYyOJIMKOBATh, HAITUCATh U 3aTPY3UTh;

4. Ecnu Tbl TOBOPHIIH C JIFOJbMH, KOTOPBIX HE 3HACIllb, HE MCIIOJIB3YH CBOE
peagpHOe UMS U JAPYTYIO JUIHYI0 HHOOPMAIMH: UM, MECTO JKHTEIIbCTBA, MECTO
y4eObl 1 poyee;

5. MH36eraii pazmenienust Gororpaduii B IaTEpHETE, T1€ THI N300pa’KeH HA
MECTHOCTH, 110 KOTOPOW MOKHO OINPEICIUTh TBOE MECTOIOJ0KEHHUE;

6. Ilpm permcrpanmuu B COIMAIBLHOH CETH HEOOXOIWMO HCIIOJIb30BaTh

CJIOHBIC TIAPOJIH, COCTOSIINE U3 OYKB U UG U C KOJIUIECTBOM 3HAKOB HE MECHEE

8;



7. Jlng couManbHOM CceTH, MOYTBl M JPYrMX CaWTOB HEOOXOAMMO
HCII0JIb30BaTh pa3Hble napoyid. Toraa eciu Tedsi B3JIOMAIOT, TO 3J0YMBIIIJIEHHUKH
MOJIy4aT JOCTYII TOJIbKO K OJJTHOMY MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHBbIE IEeHbI'H

DNEeKTpOHHbIE JEHBI'M — ATO OYEHb YNOOHBIM croco0 miaTexeil, 0JHaKo
CYIIECTBYIOT MOIIEHHUKH, KOTOPHIE XOTAT MOJYYUTh 3TU JICHBIU.

DNEeKTPOHHBIE JICHbI'Y MOSBUIUCH COBCEM HEJIaBHO M UMEHHO M3-3a 3TOTO BO
MHOTHX I'OCYJIapCTBaX JI0 CUX MOpP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHU (YHKITMOHUPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, TJIC
UX Pa3leNaioT Ha HECKOJbKO BHJIOB - aHOHMMHbBIC W HE aHOHUMHBIE. PazHuia B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliacTcsi MPOBOIUTH omneparuu 0e3
UCHTU(DHUKAIIUY TI0JIH30BATENISA, @ B HCAHOHUMHBIX UJICHTU(UKAIIUN TTOJb30BaTES
SIBJISIETCSL 00s13aTEIIHLHOM.

Taxke cneayeT pa3naudaTh DIJICKTPOHHBIC (UATHBIE JCHBIU (paBHBI
rOCYy/IapCTBEHHBIM BaJllOTaM) M JJIEKTPOHHBIE He(pUATHbIE JI€HbIU (HE DPaBHBI
rOCYJapCTBEHHBIM BAIIOTaM ).

OcHOBHBIE COBETHI O O€30MacHOI paboTe ¢ AIEKTPOHHBIMU JIEHbIaMU:

1. TlpuBsxu K cuery MOOWIBHBIM TenepoH. DTo camblii YAOOHBIA U
OBICTPBIN CITOCOO BOCCTAaHOBUTH JOCTYN K cuery. llpuBs3anHbiii TenedoH
IIOMOJKET, ecJii 3a0yAeIlb CBOM IUIATE)KHBIM TapoJib WIIM 3aiJielllb Ha CalT ¢
HE3HAKOMOT'O YCTPOMCTBA;

2. Hcnonw3yli omHopaszoBble maposu. Ilocie mepexona Ha YCHICHHYIO
aBTOopu3aIio Tebe yke He OylIeT yrpoXaTh OMAacCHOCTh KpaXXW WIIM TIepexBaTta
IJIATEAKHOTO MapoJis;

3. Bribepu cnmoxsbiii maponb. [IpectymHukam OyneTr He MPOCTO yrajaaTh
CJIOHBIM maposib. HangexHble mapoiii — 3TO Mapoyid, KOTOpPHIE COAEPKAT HE
MeHee 8 3HAKOB M BKJIIOYAIOT B C€OSl CTPOYHBIE U MPOMUCHBIE OYKBBI, HUPPHI U
HECKOJIbKO CUMBOJIOB, TAKHE KaK 3HaK J0Juiapa, (yHTa, BOCKIMIATEIbHBIA 3HAK U
T.11. Hampumep, StROng!;;

4. He BBOJIH CBOHM JIMYHBIC JAHHBIC Ha caﬁTax, KOTOPBIM HEC JOBCPACIIb.



JJIEKTPOHHAS MOYTA

DJIIEKTPOHHAS 1T0YTa — 3TO TEXHOJIOTHS U IPEAOCTABISIEMBIE €10 YCIYTH IO
MEPEChUIKE U MOJTYUYCHUIO JIEKTPOHHBIX COOOIEHHM, KOTOPBIE paclpeaeisioTcs B
KOMIBIOTEpHOU ceTU. OOBIYHO JJIEKTPOHHBIM IMOYTOBBIA SIIUK  BBITJISIUT
clenyronmM o0pa3oM: UMs_TOJIb30BaTeNsI(@uUMsl_ToMeHa. Taxke KpoMme nepegadu
MPOCTOr0 TEKCTA, UMEETCS BO3MOXXHOCTh NiepeaBath (paiiibl.

OcHOBHBIE COBETHI 110 O€30MaCHON PaboTe C IEKTPOHHON MOYTOM:

1. Hanmo BbIOpaTh NpaBWIIbHBIA MOYTOBBIM cepBUC. B uHTEpHETEe ecTh
OTPOMHBIN BEIOOp OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUIlle TOBEPSATH TEM,
KO0 3Ha€llb U KTO NEPBbIA B PEUTHUHTE;

2. He ykaspiBail B Ju4HOW moute nuuHyro wuHpopmanuo. Hampumep,
Jydiie BIOpaTh «MYy3bIKaJIbHBIN (aHaT@» uinm «pok2013» BMecto «remal3y;

3. Hcnonp3yii NBYXATAaHYIO aBTOPU3AIMIO. DTO KOTJAa MOMHUMO MHapoJs
HYKHO BBOJMTH KOJI, MPUChLIaEMbIi 10 SMS;

4. BpiOepu cHOXHBIM maposb. s KaXAoro Mmo4ToBOrO SIUKA TOJKEH
OBITH CBOM HAJCKHBIM, YCTOMYUBBIN K B3JIOMY TIapOJib;

5. Ecam ectb BO3MOXXHOCTH HamucaTh CaMOMY CBOW JIMYHBIM BOIPOC,
UCIIOJIBb3YH 3TY BO3MOXKHOCTb;

6. Hcrons3ylh HECKOJBKO TIOYTOBBIX SIIUKOB. IlepBbIf sl 4YacTHOM
NEPENUCKH C aJipecaTaMH, KOTOPbIM Thl IOBEpSIEIIb. JTO 3JEKTPOHHBIN a/Ipec HE
HaJI0 MCIIOJIb30BaTh MPH PErucTpaluy Ha (hopyMax u caiTax;

7. He otkpeiBaii (aitipl 1 Apyrue BIOKEHUS B MHChbMax JaXXe €CIIM OHU
MPUIILIA OT TBOUX Apy3el. Jlydiie yrouHu y HHX, OTHPABISUIHA JIK OHU TeOe 3TH
daiisr;

8. ITlocme okoHuaHusi pabOTHI Ha MOYTOBOM CEpPBHUCE TEPEN 3aKPHITHEM
BKJIAJIKM C CAUTOM He 3a0y/1b HaXaTh Ha «BBIATHY.

Ku0epOyuiMHI WM BUPTYyaJibHOE U31EeBaTEIbCTBO

Kub6epOymmuar — MpecieOBaHHE COOOIICHUSMH, COJEpIKAIUMU
OCKOpOIeHMS, arpeccuro, 3aIlyrMBaHUE; XYyJINTAHCTBO; COLMAIIBHOE

OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX HUHTEPHET-CEPBUCOB.



OcHoOBHBIE COBETHI IO OOpHOE C KNOEPOYIITUHIOM:

1. He Opocaiics B 60ii. JIydmuii cnoco0: mocoBeToBaThCs Kak ce0s BECTH
U, €CIIM HET TOr0, K KOMY MOYXHO OOpaTUTHCS, TO BHaYaue YCHOKOUThCS. Eciu Thl
HaYyHeIlllb OTBEYaTh OCKOPOJEHUSIMU Ha OCKOpPOJEHHS, TO TOJBKO ele OOJblie
pa3oxOKelb KOH(IIUKT;

2. Ympasnsii cBoelt kubeppemnyraiuei;

3. AHoHMMHOCTH B ceTh MHHMMas. CyllecTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOUT 32 AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJnuTraHCKuUW oOpa3 BUpPTyaldbHOM ku3HU. MHTEepHeT
¢ukcupyer Bce TBOM ACHCTBUS U COXpaHAET MX. YIanuTh uX OyJeT KpaiiHe
3aTPyIHUTEIBHO;

5. Cobumomaii cBOW BUPTYaIbHYIO YECTh CMOJIOLY;

6. UrHopupyit enunuuHblii HeratuB. OpHOpa3oBble OCKOPOUTEIBHBIC
cooOmIeHust Jydiie urHopupoBaTb. OOBIMHO arpeccus MpeKpamlaerca Ha
HayvaJabHOMU CTaJUu;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMHM COOOILIEHUSIMU, B
COLIMATBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKHUPOBKH OTIIPAaBKM COOOLIECHUH C
OIIpE/IEJICHHBIX aJIPECOB;

8. Ecau TBI cBugeTrenp kuOepOymmHTra. TBOM JEWCTBUSA: BBICTYIIUTH
OpOTUB IMIpeciefoBaTeNs, IOKa3aTh €My, YTO €ro JCHCTBUS OLICHUBAIOTCS
HETaTUBHO, NOJJEpXaTb XEPTBY, KOTOPOM HY’)KHA ICHUXOJOrHYecKas IMOMOIb,
COOOITUTH B3POCIIBIM O (haKTE arpeCCUBHOIO MOBEJICHUS B CETH.

MoOuabHBIN TenehoH

CoBpeMeHHbIe cMapT(QOHBI U IJIAHILIETHI COAepkKaT B ce0e BIOJIHE B3POCIBIN
(yHKIMOHAJI, M Temepb OHU MOTYT KOHKYpHUpOBaTb CO CTallMOHAPHBIMU
KomnbioTepaMu. OJTHAKO, CPENICTB 3AIIUTHI JJIS MOJAOOHBIX YCTPONUCTB MOKAa OYEHB
Mano. TectnpoBaHue W MOHUCK YSI3BUMOCTEM B HHMX MPOUCXOAUT HE Tak

MHTEHCUBHO, Kak 1151 1K, To ke camoe kacaeTcsi 1 MOOUIIbHBIX MPUITOKEHHU.



CoBpemMeHHBIE MOOWJIBHBIE Opay3epbl YK€ TIPAKTUYECKH JTOTHAIN
HACTOJbHBIC aHAJIOTH, OJHAKO paclMpeHue (QyHKIMOHAda BIEYET 3a COOOH
OOJBIIYIO CIIOKHOCTh M MEHBIITYIO 3aIUIICHHOCTb.

Jlanmeko He BCe MPOM3BOAUTENH BBITYCKAIOT OOHOBIICHHS, 3aKpPHIBAIOIINEC
KPUTHUYCCKUE YSI3BUMOCTH JIJISI CBOMX YCTPOWCTB.

OcHOBHBIE COBETHI JJIs1 0€30MMaCHOCTH MOOUIIBHOTO TeleoHa:

1. Huuero He sBAsieTCs MO-HACTOSIIEMYy OeciUlaTHBIM. Bynb oCTOpoXeH,
BeJb Korja TeOe mpeaiaratoT OecIIaTHBIM KOHTEHT, B HEM MOTYT OBbITh CKPBITHI
KaKHe-TO TUIATHBIC YCITYTH;

2. Jlymaii, npexnae uyeM otnpaBuTh SMS, ¢oto unu Buzaeo. Thl TOYHO
3HACIIIb, TJIC OHU OYJIyT B KOHEUHOM UTOTE?

3. Heo6xomumo 0OHOBIATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

4. Hcnosb3yi aHTHBUPYCHBIC MPOTPAMMBI TSI MOOMJIBHBIX TeJIe(OHOB;

5. He 3arpyxkaii TpWIOKEHUS OT HEU3BECTHOI'O HMCTOYHHKA, BEIb OHHU
MOTYT COJIEPKaTh BPEJOHOCHOE MPOrpaMMHOE 00eCTIeueHuUE;

6. Ilocnme Toro kak Tbl BBIACNIb C calTa, TJ€ BBOAWI JUYHYIO
uH(dOpMaINIo, 321 B HACTPOUKHU Opay3epa u ynanu cookies;

7. Tlepuommuecku MpoBEpsii Kakue IUIATHBIE YCIYTM AaKTHBUPOBAHBI Ha
TBOEM HOMEpE;

8. MaBaii cBoif HOMEp MOOMIBHOTO Telle(pOHA TOIBKO JIOISIM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSICIIb;

9. Bluetooth gomkeH ObITH BBIKJIFOYECH, KOT/Ia Thl UM HE TOJIB3yenibcs. He
3a0bIBail MHOTIA TIPOBEPATH ITO.

Online urpsi

CoBpeMeHHBIE  OHJIAWH-UTPBI - OTO  KPacouyHble, 3aXBaTHIBAIOIIUE
pa3BieyeHUs, OOBEAUHSIIONINE COTHU THICSY YENOBEK MO BcemMy Mupy. Urpoku
MCCJIEAYIOT JTaHHBIH UM MHp, OONIAOTCS JPYT C JAPYrOM, BBITIOJIHSIOT 3aJaHUS,
CPaKAIOTCSI ¢ MOHCTpPAMH M TIOJTY4YalOT OMBIT. 3a YIOBOJBCTBHUE OHHU TLIATAT:

IIOKYIIAIOT AUCK, OIIaYMBAIOT a0OHEMEHT UJIN HpI/IO6peTaIOT KaKHc-TO OIIIIHNH.



Bce aTH cpencTBa uayT Ha oA KaHUE U Pa3BUTHE UTPHI, a TAKXKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3AIINH, BBITYCKAIOTCS HOBBIC
natyu (1udpoBbIE 3aMIATKY JJIsl TPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX HWrpax CTOWT OmMacaThCsi HE CTONBKO CBOUX COIEPHHUKOB,
CKOJIbKO Kpa)XH TBOETO Mapoiisi, Ha KOTOPOM OCHOBaHAa CHCTEMa aBTOPHU3AIUU
OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Ecnu apyro#i urpok BeneT ceOs MIoXo WK Co3AacT Tede HEMPUsITHOCTH,
3a0JIOKHPYIA €ro B CIUCKE UTPOKOB;

2. Tloxamyiics agMUHUCTpaTOpaM WIPhl Ha IUIOXO€ TMOBEICHHE ATOTO
UTPOKa, JKENAaTEeIHHO MPHUIOKUTh KaKHe-TO JI0KA3aTeNbhCTBA B BUJIE CKPHHOB;

3. He yka3spiBaii nuunyto nuHQopMaluio B mpodaiisie urpsr;

4. VYBaxaill ApyruX YYaCTHHKOB IO WTPE;

5. He ycranaBnuBaii HeouaaIbHbIC TATYN U MO/IBI,

6. Vcnonb3yii cl0XKHBIE U pa3HbIE APOJIH;

7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYaTh aHTUBHpYyC. [loka TbI
UTpaellb, TBOW KOMITBIOTEP MOTYT 3apa3uTh.

OUIINHT UM KPaXkKa JUYHBIX JaHHBIX

OOBIYHOM KpaXked JeHEer U JOKYMEHTOB CETOIHS YK€ HHUKOTO HE YJIWBHIIIb,
HO C pPAa3BUTUEM HWHTEPHET-TEXHOJIOTHH 3J0YMBINUICHHUKA TEPEMECTHINCHh B
MHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS «IFOOMMBIMY JIETIOM.

Tak mosiBMIIach HOBasi yrpo3a: WHTEPHET-MOIIEHHWYECTBA WU (DUIIMHT,
rJIaBHAs 1[e1b KOTOPOTO COCTOWT B TMOJMYYEHUH KOH(PUIACHIIMAIBHBIX JTaHHBIX
MOJIb30BaTeNield — JIOTHHOB W maposieir. Ha anrnuiickom si3bike phishing unraercs
kak gumuHr (o1 fishing — pe1OHAas 0B, password — mapoJib).

OcHOBHBIE COBETHI IO 0OpHOE C (PUITUHTOM:

1. Crneau 3a cBouM akkayHTOM. Eciu Tl mojo3peBaeliib, 4TO TBOSI aHKETa
OblTa  B3IOMaHa, TO HEOOXOAWMMO  3a0JIOKMpOBAaTH €€ W COOOIIHTH

aIMUHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOpee;



2. Hcnonw3yii 6e3onacHble BeO-CAThI, B TOM YHUCIE, UHTEPHET-MarasuHoB
Y TTIOMCKOBBIX CUCTEM;

3. Hcnonp3yil cioxHble W pa3Hble maposd. Takum oOpazoMm, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKU MOJYy4YaT AOCTYH TOJBKO K OJHOMY TBOEMY
po U0 B CETH, a HE KO BCEM;

4. Ecnu Tebs B3IOMaau, TO HEOOXOAUMO MPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J00aBJIE€HBI Y T€Os B APY3bsIX, O TOM, YTO Te€Os B3JIOMaJu U,
BO3MOKHO, OT TBOETO UMEHHU Oy/IeT pacchlIaThCsl CIlaM U CChUIKM Ha (DUILIMHTOBBIE
CalTBhI;

5. VYcranoBu HanexHbli maposb (PIN) Ha MoOUNBHBIN TenedoH;

6. OTkiaroun coxpaHeHue naposis B opaysepe;

7. He oTkpeiBaii (aitibl U Apyrue BIOKEHUS B MHUChbMax JaXKe €CJIIM OHU
IPUIUIA OT TBOUX Jpy3el. Jlydlne yTouHM y HUX, OTIPABISIIN JIM OHU TeOe ITH
(aitbl.

MudpoBas penyranus

Hudposas penytanusi - 3TO HEraTUBHAs WM MO3WTHBHAs WHGOpMAIMs B
cetu o tebe. Kommpomerupyromas wuHpopMmanus pa3MelieHHass B HHTEPHETE
MOJKET Cepbe3HbIM 00pa3oM OTpa3uThbCA Ha TBOEW peanbHOM xu3HH. «Lludposas
peryTanusy - 3T0 TBOM UMHJIK, KOTOPBIH hopMupyeTcs u3 nHGopManuu o Tede B
UHTEpPHETE.

TBoe MecTo KHUTENbCTBA, Y4eObl, TBOE (DUHAHCOBOE IIOJIOKCHHE,
O0COOEHHOCTH XapaKTepa M paccKas3bl O OJIM3KUX - BCE 3TO HAKAIIJIUBAETCA B CETH.

MHorue MOAPOCTKH JIETKOMBICICHHO OTHOCSTCS K MYyONHWKAllUUd JTHYHON
uHdopmaruu B MHTEpHETE, HE MOHMMAas BO3MOXKHBIX MOCIEACTBUMA. ThI Jaxe He
CMOJKEIIb J0TafaThCcs O TOM, 4TO doTorpadus, pa3zMelieHHas 5 JIeT Ha3all, cTaia
MPUYUHON OTKa3a MPUHSTH TeOsl Ha padoTy.

KommenTtapuu, pasmemnienrne TBoux (Gororpadwuii u apyrue AeHCTBUS MOTYT
HE HUCYE3HYTh Jlak€ IMOCJE€ TOro, Kak Thl UX YyJajdullb. Thl HE 3Haellb, KTO
COXpaHWUJl 3Ty HUH(OpMalMIO, ToMNaja JIM OHAa B IOHUCKOBBIE CHUCTEMBI H

COXpaHWJIaChb JKM OHA4, a IJIaBHOC. 4YTO IIOAYMArOT O TeOe OKpPYyXKaromece JIHau,



KOTOpbIE HAaWAYT U YBUAAT 3T0. HaliTu MH(OpMaALMI0O MHOTO JIET CIYCTS CMOXKET
T000M - KaK U3 100pbIX NOOYKIEHUW, TaK U C HAMEPEHUEM IPUYUHUTD Bpel. DTO
MOXET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI MO 3aIUTe HU(POBOI permyTanuu:

1. Tlogymaii, mpexae 4eM 4TO-TO MYyOJMKOBaTh M IepeaaBaTh y ceOs B
0J10TC U B COLIMATILHOM CETH;

2. B Hactpoiikax npo¢uis yCTaHOBH OTPaHUYEHUs] HA MPOCMOTP TBOETO
npoduiIs U ero CoAEPKUMOTO, CAeNall ero TOJIbKO «IJI IpYy3eily;

3. He pa3memaii 1 He yka3biBail HHPOpPMALIMIO, KOTOpas MOXKET KOTO-Tu00
OCKOPOJIATH WIJIK OOMKATh.

ABTOpCKOe NPaBo

CoBpeMeHHBIE IIKOJIBHUKA - AaKTUBHBIE TMOJb30BaTENN LHUPPOBOTO
npoctpancTBa. OpHAKO JaJeKO HE BCE 3HAIOT, 4YTO IMOJIb30OBAHUE MHOTHMH
BO3MOXKHOCTAMH  IuppoBoro  mupa TpeOyeT  CcoOJIoJeHuss TMpaB  Ha
MHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepmuH «uHTEIEKTyadbHas COOCTBEHHOCTb» OTHOCUTCS K pa3iIMYHBbIM
TBOPEHUSIM YEJIOBEYECKOTO yMa, HauWHas C HOBBIX H300pETEHUM U 3HAKOB,
0003HAYaOIUX COOCTBEHHOCTh HA MPOJIYKTHl U YCIYIH, M 3aKaHUMBas KHUTaMH,
doTorpadusimMu, KHHOPUIBMAMH M MYy3bIKaJIbHBIMU IPOU3BEICHUSIMHU.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha MHTEUIEKTYaJbHYIO COOCTBEHHOCTh Ha
IPOU3BENCHNS HAYKH, JINTEPATypbl U UCKyCCTBA. ABTOPCKHE MpaBa BBICTYIAOT B
Ka4eCcTBE TapaHTUM TOT0, YTO HHTEJUIEKTYalIbHbBINH/TBOPUYECKUN TpyJ aBTOpa HE
OyZeT HampacHbIM, JacT €My CIpaBeJJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3yapTaTax CBOEro Tpyla, MOJYYUTh H3BECTHOCTh M mIpu3HaHue. Huxrto 0e3
paspelieHuss aBTopa HE  MOXET BOCIHPOM3BOJIWUTH €ro  IPOU3BEACHHE,
pacnpocTpaHsaTh, NYOIMYHO JEMOHCTPUPOBATh, NPOAABaTH, HMIIOPTUPOBATH,
MycKaTh B MPOKAT, MyOJUYHO HCIIOJHATH, MOKA3bIBAThH/UCIONHIATh B dQHUpPE WIH
pa3mewmars B IHTEpHETE.

Hcnonp30BaHUE  «IHPATCKOTO» MPOTPAMMHOTO  OOECHEYEHHS MOXKET

INPUBCCTH K MHOIMM PpPHCKaM: OT IIOTCPpHM [OdaHHbBIX K TBOHMM d4dKKayHTaM 10



OJIOKMPOBKU TBOET0 YCTPOWCTBA, I/ YCTAHOBJICHHBIA HE JieTajabHas MporpaMma.
He croutr takxe 3a0biBaTh, YTO CYIIECTBYET JE€TalibHble M OECILIaTHBIC
MPOrpaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraJie

CeteBu4oK.pd - TBOM TJIABHBIN COBETUUK B CETH. 371€Ch Thl MOXKEIIh Y3HATh
0 0€30MacHOCTH B CETU MOHATHBIM U JIOCTYIHBIM SI3bIKOM, & TPU BO3HUKHOBEHUHU
KPUTUYECKON CHUTyallMu OOpaTUTHCA 32 COBETOM. A TakKe NPUHSATH y4acTHE B

KOHKYpCaX U CTaTb CaMbIM L[I/I(I)pOBBIM Fpa)KIIaHI/IHOM!



